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infotecs

NMpukas OCTIK 239

uenb u 3apavm obecnedvyeHua 6e3onacHOCTH
KaTeropua

nepedyeHb HMA, MA un HC

nepe4yeHb 06bLEKTOB 3awWWUTbI

TpeboBaHUA K OpPraHM3auUOHHbBIM U TEeXHUYECKUM
mMepam

ctagun (3Tanbl paboT)

TpeboBaHUA K MNpPUMEHAEMbIM MPOrPaMMHLIM U
nporpamMMHoO-anmnapaTHbIM cpefcTBam

TpeboBaHMA K 3awute CpeACTB U CUCTEM,
obecnevnsanymx GyHKLUMOHUPOBAHMUE

TpeboBaHMA K MHPOPMALMOHHOMY B3aUMOAEICTBUIO
TpeboBaHMA K COCTaBY M COAEPXAHUI
AOKYMeHTaLuuu
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Tpe6oBaHMA K cuUCTemMe 3aWuThl Infotecs
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Tpe6boBaHMA K cpeAcTBaM 3aWWThl Infotecs
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TonbKo cepTUOULMPOBAHHbIE Infotecs
cpeAcTBa 3auuThl

o Mpukas ®CB Poccum oT 24 okTAbpsa 2022 r. N524 «06 yTBepxaeHun TpeboBaHWi O 3awuTe
nHdopmauun, coaepxauwenca B NNC, C uMcnonb3oBaHWeEM WUPPOBaNbHLIX (KpUNTOrpapuyeckux) cpencTs»

o MNonoxeHne baHka Poccum oT 17 okTabpa 2022 r. N8O8-M «0 TpeboBaHMAX K obecnevyeHuw 3awuTbl
MHOOpPMaALMKN NpU OCYWeCTBAEHUN AeATeNbHOCTU B chepe okasaHuA npodecCUOHaNbHLIX YCAYr Ha
$MHAHCOBOM pbiHKE B LUenAX NPOTUMBOAENCTBUA OCYWECTBAEHUI0 HEe3aKOHHbIX GUHAHCOBLIX Onepauui,
obAa3aTenbHbIX ANA NWL, OKa3blBaWWMX MNpodpecCUOHaNbHble YCAYyru Ha GUHAHCOBOM pbiHKE, K
obecneyeHuo 6WPO KpeaAUTHbIX UCTOPUKA 3awmTbl MHPOpPMAUUKM, YyKa3aHHOW B cTaTbe 4 depepanbHOro
3aKoHa «0 KpeAUTHbIX UCTOpUAX», NpuU ee obpaboTKe, XpaHeHUM U nepepade cepTUGULUPOBAHHLIMM
cpeacTBaMM 3aWWTbl, a Takxe K COXPAaHHOCTU uHPOpMauuu, NONYHEHHON B npouecce AeATEeNIbHOCTH
KpeAUTHOro penTUHroBOro areHTcTBa»

o Mpukas OCT3K Poccum ot 21 pekabps 2017 r. N 235 «06 yTBepxaeHun TpeboBaHUI K CO3[AHUK
cnctem 6€30MaCHOCTM 3HAYUMBIX OBBLEKTOB KpUTUHECKOW WMHOPOPMALMOHHON WHOPACTPYKTYpbl POCCUMIACKOW
Oepepaumn n obecnevyeHnw UX GYHKLMOHUPOBAHMUAY

o Mpukas OCTIK Poccum ot 25 pekabpsa 2017 r. N 239 «06 yTBepxaeHun TpeboBaHui Mo obecrneveHuw
6€30NacHOCTU 3HAYUMbIX OBBbEKTOB KpUTUYECKOW WHOOPMALMOHHON MHPpaCTpyKTYypbl Poccuinckoi
Oepepauunmn»



TonbKo
cepTuduumnpoBaHHbIE
cpeAcTBaA 3aWUThI

Mpuka3bl ®Cb n OCTIK Poccuu
no 3awute MNAH

a—

infotecs

Mpnkas OCb Poccum ot 10 wuwnA
2014 r. N 378 «06 yTBepxaeHuu
CocTaBa U coaepxaHua
OpraHU3auMOHHbIX U TeXHUYeCKUX
Mep no obecrnevyeHuw 6e30MaCHOCTMU
NepCcoHaNbHbIX AAHHbLIX .. »

Mpukas OCTIK Poccum ot 18
deBpana 2013 r. N 21 «06
yTBEPXAEHUN COCTaBa MU
COAEPXAHUA OPraHU3AUUOHHLIX U
TEXHUYECKMX Mep no obecneyeHuw
6e30nMacHOCTN NepCOoHaNbHbIX
AAHHbIX NpuU UX o06bpaboTke B
MHPOPMALIMOHHBIX CUCTEMAX
NepCOHAsIbHbIX OAHHBIX»




®

QEJEPAJIBHAS CJIY/KBA BE3ONACHOCTH
POCCHHCKOH ®EJIEPALIMU

ITPUKA3

24 orradpa 2022 ropa Mockna N 624

a
06 YTBEPHKISHHH Tpebosanrmuii %%5

0 3amuTe HEGQOpMamH, conepHKalleiica
B FOCYQAPCTECHHEIX HH(OOPMAIHOHHBIX

i
CHOTEMAX, ¢ HCIIONE20BAHHEM 3APETHCTPHPOBAHOD
mupoBaNbHEIN (KpHITOTpadUyeckix) Peructpauronmi % Zr 073

o 23 e Oe flut Nz

MIERHCTERCTRO KCTHIAN POCCHACKOR $rTEpamm

CPEOCTB

B cooTBeTcTBMM ¢ HacThio 5 crared 16  MefepaneHoro  3aKoHa
or 27 miona 2006 r. Ne 149-03 «0O6 wuadopmauny, HHOOPMALHOHHEIX
TEXHONOTHAX H © 3aIMTe MEGOpMaimu»', nyusrom wu» wactn 1 ctated 13
denepanpiore sakona o1 3 anpens 1995 r. Ne 40-03 «O denepansioii ciryxbe
SesonacHocTy” o nyrkToM 1 [Monowenns o Penepansioit cmyxbe GesonacHocTn
Poccniickor  Depepannn, yreepxacHHoro Yrasom [Ipesuaenta Poccuiickol

®enepannn ot |1 asrycra 2003 r. Ne 960°,
MPUKA3LBIBAIO:

I. Vreepaure npunaraemeie Tpebopanms o sawnte  HHOOPMALWHA,
coaepkaleica B FOCYAAPCTBEHHBIX HHBOPMALHOHHBIX CHCTEMAX,
€ HCNIONBIOBAHMEM IIHQPOBAIBHBIX (KPHITTOrpadMUecknX) CpeacTs.

' Cobpae 18 Poccuickol desepommne, 2006, No 31, cr. 3448; 2014, M 30, e7. 4243,

* Cofpanne 7B Pocouicroit L 1995, Ke 15, o 1269 2003, Mo 27, er. 2700,
' CoBparme cTea Poccuicroi B, L 2003, Ne 33 e 3254: 2007, M 1, er. 205,

a—

infotecs

®Cb Poccum.
3aymTa UHPopmaLuum
B NNC

NMpukas OCb Poccum ot 24
oOKTAGpAa 2022 r. N524

«06 yTBepxaeHun TpeboBaHUN O
3awmMTte nHdopmMauumm,
cogepxawenca B MMC, c
MCMONb30BaHUEM WUPPOBANBHbBIX
(kpunTorpadmyeckux) cpeacTB»
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e

(DCE POCCMM. infotecs
3awmuTta uHbopmauuu B TUC

O pacnpocTpaHAeTca Ha NC He copepxawue cBefeHUn,
coctasnawwmx I'T

0 HeobxoauMmocTb ucnosb3oBaHuMA CK3W nopgnexmt obocHoBaHuw B MY,
KoTopaa cornacyetca ¢ OCb Poccuu

O BBOAATCA YpPOBHM 3HAYUMOCTU MHPopmauuum B TUC

O JAONYyCKAaeTCA MUCMNONb30BaHWE TOJIbKO CepTUPUUMPOBAHHBLIX B
cucteme OCb Poccumn CK3U

o Khacc CK3U, ucnonb3yembix B NUC, onpepenaeTrca ANA Kaxaoro
cermeHTta N'MC, nunbo ana T’NC B uenom

11
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MpaBuna onpepneneHns MUHUMANbHO infotecs
aonyctumoro kKnacca CK3U

MacwTtab TMC (cermeHTa TUC)

B npepenax obbekTa
(0bbeKTOB) OAHOroO roc.

YpoBeHb .
Ha Bceun Tepputopumu
3HA4YMMOCTH B npepenax

PO uan B npepenax ABYX WU opraHa, MyHWUMMNANbLHOIO

MH¢?$§?HMM 6onee cybvekToB P® OAHOTO cybwekTa PO obpa3oBaHua u (unnun)
opraHusaumm

Bbicokun Y3 KB KC3 KC2

CpegHun Y3 KC3 KC3 KC1

Huskun Y3 KC2 KC1 KC1

12
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CeptuéukaTtbl Ha CK3U ViPNet Infotecs

MpoaneHo
HanmeHoBaHue wusgenusn SakaHiMsaeTcH hneucrtseue
01.06.2024

3aKA4eHus
91 NAK ViPNet L2-10G NCD/124-4266 0O 04.05.2027
02 |[NAK ViPNet QSS Server NCD/124-4371 0O 30.09.2027
03 |NAK ViPNet QSS Point NCD/124-4372 00 30.09.2027
94 NAK ViPNet PKI Service (AN HSM2000Q2) NCD/124-4328 no 31.10.2024
05 [MAK ViPNet HSM (ucnonHeHue 6) NCd/124-4330 | po 31.10.2024

NAK ViPN rdin r IG 4 (AN IGle I1, IGlo I2

06 IG1@0111§t Coordinator IG 4 (AN 1616 I1, IG10 I2, | o 124-4247 | o 20.05.2027

13
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CeptuéukaTtbl Ha CK3U ViPNet Infotecs

MpoaneHo
3aKaH4YMBaeTcCH

HanmeHoBaHue wuspgenus aeucrTeue

01.06.2024

3aKw4yeHuAa

NAK ViPNet Coordinator HW 4 (HW50 A, HW50 B, HW100,

o7
HW1000, HW1000C, HW1000 D, HW2000, HW5000)

NC®/124-4156 | o0 29.10.2026

08 MNAK ViPNet Coordinator HW 4 (ViPNet Coordinator VA) | NC0/124-4138 | o0 ©5.08.2026

09 MNAK ViPNet Coordinator HW 4 (AN HW2000 Q5) NCO/124-4449 no 30.12.2027
10 [NAK ViPNet Coordinator KB 4 (AN KB1000 Q8) NC®/124-4167 | po 31.12.2025
11 NAK ViPNet Coordinator KB 4 (AN KB1000 Q7) N°CO/124-4216 Ao 31.12.2025

NAK ViPNet Coordinator KB 4 (B100, KB1000, KB2000O,
KB5000)

13 |AK ViPNet Client 4U for Android NChD/114-4380 no 06.10.2027

12 N°Ch/124-4215 Ao 31.12.2025
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CoBepuweHCTBOBaHNEe TpeboBaHUN infotecs
no 6e3onacHOCTU WMHPOpMaLUn

o TpeboBaHuAa no 6e3onacHOCTU MHPOpMaAUMM K CpeaCTBaM KOHTeilHepu3auuu
(yTBepxaeHsbl Mpukasom OCTIK Poccum oT 4 wmwna 2022 r. N 118)

o Tpe6oBaHMA no 6e3onacHOCTU MHPOpMALMM K CpeAcTBaM BUPTyanusauuu
(yTBepxpeHbl Mpukasom OCTIK Poccum oT 2 okTabpAa 2022 r. N 187)

o TpeboBaHuA no 6e30nacHOCTU MHPOpPMALMUM K MHOrOPYyHKLMOHaNbHbIM MD ypoBHA ceTu
(yTBepxaeHsbl Mpukaszom OCTIK Poccum oT 7 mapTa 2023 r. N44)

o TpeboBaHuA no 6e30nacHOCTU MHPOpMaAUMM K CUCTeMaM yripaBaeHUsa 6a3amM AaHHbIX
(yTBepxaeHbl Mpukaszom OCTIK Poccum oT 14 anpena 2023 r. N64)

o TpeboBaHMA no 6e30nNacHOCTU MHPOPMALUU K MeXCeTeBbiM 3KpaHam (roTOBUTCA MNPOEKT)

o TpeboBaHuA no 6e3onacHOCTU MHPOpMaUUM K CpeacTBaM OOHapyXeHMA U pearupoBaHUA
YpOBHA y3ia (roTOBUTCH MNPOEKT)

o TpeboBaHua no 6e3onacHOCTU MHPOpMAUMM K MHTeprnpeTaTopam (roTOBUTCHA MpPOEKT)
15



O®CTIK Poccuu.
[loBbllleHUe 3aluulleHHOCTH
MHPOPMaALMOHHOM

MHPPACTPYKTYPbI.

Mpukasbl/yKasaHua 2022-2023 rr.

a—

infotecs

O Mepax noO MOBbLILEHUH 3aWMUIEHHOCTHU
(aBa YkasanHua OCTIK Poccum oT
24.04.2022r n ot 28.03.2023r.)

o bnokMpoBKa WM orpaHu4eHue [OCTYynNa
W3BHE K CETEeBbIM CAyxbam

o YcuneHune TpeboBaHUK MO MNApPOJIbHOM
3awnTe

o Ucnonb3oBaHneM ABYXGaKTOPHOM
AYTEHTUOMKAUMA M 3alWMUWEHHbIX KaHasoB
nepegaydn AaHHbIX NpU yAANEeHHOM JocTyne

o Ucknw4eHne yaasneHHON TeXHUYeCcKOou
noanepxkn pgnAa nortpebutenen nnbo ¢
ncnonbsosaHmem VPN-ceTen

o 0TKa3 OT WUCMNO/Jb30BaHUA He3alWwuleHHbIX
NPOTOKO/IOB YrNpaB/eHUs




OCTIK Poccum.
[loBbilleHUe 3auuileHHOCTH
WHPOPMALIMOHHOM

UHPPACTPYKTYPbI.

Mpuka3bl/ykasaHua 2022-2023 rr.

a—

infotecs

06 oT3biBe cepTUPUKaToB
(6 npukasoB)

O B CBA3W C HEBbINOJNHEHMEM TpeboBaHuUi
aosepua - 37 C3U

O B CBA3M C nonagaHuem nopj nepeyeHb
MHOCTpPAHHbLIX FOCYyAapCTB MU
TeppuTOpuin, COBeEpLALMX
HeapyXeCTBEHHble AeUCTBUA B
OTHoWeHuun PO - 40 C3U




TpeboBaHuA

a—

infotecs

K MHOropyHKUMOHaNIbHbIM M3

MHOr opyHKLMOHANIbHLIA MeXceTeBOM dKpaH
YpOBHA CceTU -

NnporpaMMHO-annapaTHoe CpeacTBO, peanusykuee
KOHTpONb 3a MHbopMauuein u obecneymsawuee
3aWMTY MHPOPMaALMOHHON (aBTOMATU3UPOBAHHOM)
CUCTEMbl OT yrpo3 6e30mMacHOCTU UHPOpMAUMM,
CBA3AHHLIX C MOAKJIIYEHUEM K CeTAM CBA3U obwero
NoNb30BaHUSA

MpepbaBnawTca TpeboBaHUA K:

o

o

(@]

ObHapyxeHUH U 6N1OKUPOBAHWUK KOMMbHTEPHLIX aTak
ObHapyxeHuw M H6aoKupoBaHuKW BpegoHocHoro MO0

JlloBepeHHoOW 3arpy3ke M3 (C npumeHeHuem
cepTudpmumnpoBaHHoro CA3)

NMpouz3BoauTenbHOCTM M3 (AOMKHbI 6bITb 3adUKCUPOBAHDI
cBeeHUsA O MponyckHOM CNOoCOB6HOCTU, MOATBEPXAEHHbIE
MeTOANKON )

NpumeHeHUw cepTudmumpoBaHHbix CK3U
AnnapaTHOW ¢unbTpauuu ...

OunbTpauua TpaduKka Ha OcCHoBe:

o O O O O

GeoIP

[IBon4HbIX $NaroB ynpaBneHUA CeTeBbM COeAUMHEHUEM
CUrHaTyp npuaoXeHun

TunoB ¢annoB, MHPOPMAUMOHHLIX OOHLEKTOB, KOHTEHTA
DPI

18



a—

MpeanoyTUTENnbHO fAoBepeHHble MAKu  etees

C3U(CK3HU) ViPNet
B PeecTpe MO

Yka3 lpe3ugeHTa PO ot 30 mapTta 2022 r. N 166

«0 Mepax no obecnevyeHuw TEXHONOMrUYeCcKOW HEe3aBUCUMOCTMU
M 6e30MNacHOCTU KpUTUYECKOW UHPOPMAUMOHHOW MHOPACTPYKTYph 52
Poccunckon Oepgepaummn»

(MK u MAK)

— C3U(CK3U) ViPNet
B PeecTpe MNT
Pa3n/ToPNn

20
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§
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U3meHeHnA B TpeboBaHuA fosepun infotecs

Mpuka3 OCTIK Poccunm ot 18 anpena 2022 r. N68
(3apeructpuposaH MuHicTOoM Poccum 20 uiona 2022 r. N69318)

Gl aHeapas—2022
_ I\ [lpuMeHeHMe oTevyeCTBEeHHbIX annapaTHbiXx nnatdopm C3U 0
Ntﬂ} (c 5 ypoBHs poBepus) u CBT, ABASHWMXCA Cpenow C 01 AHBapa 2024

dyHKUMOHMpoBaHna C3U (c 3 ypoBHA poBepwuA)

C 681 ArBaba 2024

DN [IpumeHeHMe oTevYeCcTBEHHbLIX MPOLECCOpPOB, MUKPOCXEM, '

;fg} 3/1eMEeHTOB MaMATU, CeTeBbIX KapTbl, rpadpu4eckux

™ 3 C 01 aHBapAa 2026

apantepoB C3U (c 4 ypoBHSA poBepus)

— D lpumeHeHMe oTe4vYeCcTBEHHbLIX MPOLEeCCOPOB, MUKPOCXEM, 81 nApapn 2626
O} snemeHTOB MamMATM, CETEBbIX KapTbl, rpaduieckux =

— apantepoB CBT, asnawwmxca cpefo GpyHKLUMOHUPOBAHUA C 901 aHBapsa 2030

C3N (c 2 ypoBHA poBepuA)
20



UMMNOPTO3AMELIEHUE
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infotecs

UHOCTpaHHble KOMNaHun B Poccuu

MexceTeBble 3KpaHbl (NGFW)
Fortinet, Cisco, Check Point, Palo Alto..

3awmueHHbld yaaneHHbIn [OCTyn

2 M 3aumTta KaHanos csaAsu (VPN) r——J // — —
Cisco, Check Point, Palo Alto..

3 3aymTta noptanos/PKI/YL I | //
SSL/Microsoft CA..

4 NMponpueTapHble TEeXHOJIOr UK
B MHAYCTpPUaNbHbIX CUCTEMax



S

infotecs

AMnopTo3ameljeHUe -
MeXceTeBble 3KpaHbl
(NGFW)

YTo 3amewaem: Hem 3amewaem:

Fortinet

Cisco o NGFW ViPNet xFirewall
Check Point

Palo Alto

23
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infotecs

UMmnopTo3amelyeHue
CpeACTB 3auuTbl KaHaJioB
CBA3U U yAaJiIeHHOro
pnoctyna (VPN)

YTo 3amewaem: Hem 3amewaem:

Fortinet o UWYC 5 nokoneHua: ViPNet Prime +
Rollout Centre

o CepTUGMUNPOBAHHbIE KPUMTOLWO3bI

Check Point (MAK n VA):
ViPNet Coordinator 4.x [ 5.Xx
Palo Alto

o CepTudMUMpPOBAHHbIE VPN-KANEHTbI
AnAa pasnnyHeix 0C: Windows,
Linux, 10S, ABpopa..

Cisco

24



3awmTa
noptanos/PKI/YLU

YTo 3amelaem:

Microsoft CA

TexHonorua SSL
(He TOCT)

Yem 3amellaem:

o ViPNet YU
o ViPNet TLS Gateway
o ViPNet PKI Client

a—

infotecs

25



UMnopTo3ameleHUe MHOCTPaHHbLIX C3U
Ha NPOMbIWIeHHbLIX NpeanpuaATHUAX

E\ Cepaep/

Bepxuwit
ypoeexs ACY TII

Jﬁi

,uucne-rqepa aumcnerye

Ulkad yrpasnenua

=

= -
)g 2 = =
Ti 0 ke
&2 Ethernet Ethernet

2 ek —

= Tipomsminennirie NB2700 Mobi NB2700 Mobile NB2700 Mobili

= KOHTDOJNEPH
S A A A A A A A
% = I | ‘ Ludpossie/aHanoroesie CUrHanst ?RS-Z?-? T I | | | g possie/aHanorossie CUrHanst
= = e
S g g ! MpuGopst ? a

é | (] (] € NUCKPETHBIM i L] & u

BRIXODOM
PacxonoMeps], HacoCH M TPOYME arperarst

Pacxonomepsl, HACOCH WM MTPOYMeE arperaTs

L ]

infotecs
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CXEMbl PEWEHUNA
U PEAJIUSOBAHHbIE
NMPOEKTHI

info

tecs
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infotecs

Sauuta ACY TI

.'\Jl\ﬂlllll("l'pﬂ'"lﬂll()(' 3anue

Vaanennbiii opue YeioBubie 0603HaMeHINA:

APM noassosarexei

— KaHauns! cBs31 ¢ Kpurrrorpaddaeckoil 3ammroit

— Kanauns! cBs31 Ge3 Kpunrorpadiraeckoii 3amuToii

@ — ViPNet Coordinator HW

@ — ViPNet xFirewall

Cersent MomnTopunra n yupanienus

Cepsep ynpasienus
ViPNet EPP

Cepsep ynpas.ienns
ViPNet SafePoint

€

Cepsep anamuraxn U Cepsep ofnos.1enus u

ViPNet TIAS

MONHTOPHHTA
ViPNet IDS MC

AO «llepcnieKTHBHBIH
MOHHTOPHHI

HKITKH

APM yjaajennbIx
0JIb30BaTeJ el

@ — ViPNet Coordinator IG

@ — ViPNet IDS NS

@ — ViPNet TIAS

~ ViPNet IDS MC

— ViPNet SafePoint
— ViPNet SafeBoot
— ViPNet EPP

— ViPNet Client 4U

— ViPNet Connect

28
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3a|.|.|V|Ta ACYTIN infotecs

I.NnAO®
IT.YnA
ITI.OMncC

IV.3HA

V.AY]

ViPNetTIAS ~ womuTo pumra
ViPNet IDS MC
VII.COB N '

VIII.Oouu

IX.0AT

XI.3UC

APM yjnaiienubix

N0.1b30BaTe el

XIT.WHU
XIII.YK®
XIV.O0rMo

XVII.HUno

29



3amTta pacnpenenieHHblX CUCTeM

LLOA MUALL

Meguuuncine
UHGOPMALMOHHbIE
cncremi (MUC)

Knacrep wa 6aze MAK ViPNet
Coordinator HW 1000

Cepeep
O ViPNet
Administrator

MexceTesbie B3anMOAENCTBNA

Ipauntensciuo
TOOMC Caparoscroii obnacra

Copnep cMOVPNGE | Copnep € 1
Adminis "

NeuebHo-npodunaktuseckue

Ckopan nomouss yupexaenua (NY)

any 1

S © %‘
AMP ¢ 10 ViPNet Client

Maakwer
€10 ViPNet Client (Android) (Windows, Linux)

Internet

Saupuienkse
Qrxperrsie

AKX ViPNel
Coardinator HW 100C

APM ¢ 110 ViPNet Ciient
Windouws, Linux)

infotecs

TexHonoruueckuii cerment

EE; exnonoraeckne
d b pecypct

@ s fiPNet
ViPNe: Coordinator KW

Administrato

=

PaBouae Cianuan
€ YCTaHOBREHHAIN
PNet Client

";J ViPNet

Administrator

et

Pecypeut
Kouna Coordinator HW

Pabouse
cranumm

ViPNet
Coordinator HW

Ouanansi
NAO «Ky6ansanepros

Pabouve cranyvm

Texionormueexas cers
FepeA ABHKHX

Pecypeut Komnaiwy

ViPNet
rdinator HW

PsGouve cranuvm

Cers nepegaun
Pecypeni konnakwy
Sauuien e Kanans L
Feaepakbie karans!

OTKpbTaIE KaHaN




be3onacHbii yAaneHHbIU

Cerment ynpapienusi Ub u monntopunra C3U

> t
APM VYupasienusi  Cepsep MOHHTOPHHI2

ViPNet Administrator  ViPNet StateWatcher
ViPNet Policy Manager

I'os10BHOIT 0duc

Cerment ynpasiaenns EndPoint Security

ViPNet EPP ViPNet SafePoint

Cepgep ynpasienusi  Cepsep ynpasjieHus
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Pa3Hble NpuUioXeHUAa -
pa3HaA CKOpPOCTb

These tests measured the performance of the device with single application flows. For details about single
application flow testing, see the NSS Labs Next Generation Firewall Test Methodology v9.0, available at

www.nsslabs.com.
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Figure 15 — Single Application Flows
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Yka3 Mpe3ungeHTa oT 30.03.2022 r. M166 «0 mepax no obecneyvyeHW TeXHONOrn4yeckol HEe3aBUCUMOCTU U 6e30MacHOCTU KPUTUYECKOM
MHPOPMALMOHHON MHOpACTPyKTypbl Poccuinckon Oegepaumm» - http://publication.pravo.gov.ru/Document/View/0001202203300001

Yka3 lMpe3ungeHTa Poccuiickon depepaunn oT 01.05.2022 N 250 "O [ONOAHMTE/IbHBIX Mepax No obecnevyeHuw WMHPOpPMaLMOHHOW HesonacHOCTH
Poccuiickon Oepepauun» - http://publication.pravo.gov.ru/Document/View/0001202205010023°?index=0&rangeSize=1

MpoekT Ykasa Mpe3uaeHTa Poccuiickoin Gepepauun «06 yTBepxaeHuU [ONOXEHUA O FOCyLapCTBEHHOW cucTeme 3awuTbl MHPOpMauuu B Poccuitckoin
Oepepaumn» - https://regulation.gov.ru/projects#npa=135259

Mpukas ®Cb Poccun ot 11 maAa 2023 r. N2213 «06 yTBepxaeHuu MMopaaka OCyWeCTBNIEHUA MOHUTOPUHIa 3aWMIEHHOCTU WHOOPMALIMOHHBIX
pecypcoB, MnpuHagnexawnx é¢epepasnbHbM OpraHaM WCMONHUTENbHON BAACTU, BbLICWMM MCMOJHUTENIbHBIM OpraHaMm rocyAapCTBEHHON BAACTU
cybbekToB Poccuitckoin ®epepaunu, .. AMbo ucnonb3lyembix umu» - http://publication.pravo.gov.ru/document/0001202306020020

PacnopsaxeHue MpaButensctBa PO oT 29 mapTta 2023 r. N 757-p - http://publication.pravo.gov.ru/Document/View/0001202303300060

MocTaHoBneHune MpaBuTenbctBa Poccuiickoit depepauumn oT 15.07.2022 N 1272 "06 yTBEepXAeHUM TUMOBOrO MONOXEHUA O 3aMmecTuTene
pyKkoBoauTensa opraHa (OpraHvW3auuu), OTBETCTBEHHOM 33 obecneyeHue MHOOPMaLMOHHON 6e3onacHocTU B opraHe (opraHu3auum), W TWUMNOBOT O
MoJIOXEeHWA O CTPYKTYpHOM noApasfgeneHun B opraHe (opraHusauuu), obecneduBaiwwem MHOOPMALMOHHYW 6e30MmacHOCTb opraHa (opraHu3auuu)»
- http://publication.pravo.gov.ru/Document/View/0001202207190035

Mpukas ®Cb Poccum oT 01.11.2022 r. N 543 «06 onpefesieHUUM NepexofHoro nepuopa, nNpeayCcMOTPeHHOro NoanyHKTom "6" n. 5 Ykasa
Mpe3unpeHTa Poccuitickon depepauum N 250» - http://publication.pravo.gov.ru/Document/View/00012022120620034

Mpukas OCb Poccum oT 24 okTAbpsa 2022 r. N 524 «06 yTBepxaeHun TpeboBaHuii O 3awmTe MHOOpMaLUKU, COAepXalWencAa B rocyfapCTBEHHbIX
MHPOPMALIMOHHBIX CUCTEMAX, C MCMO/Nb30BaHWeM wWuppoBasbHbIX (KpUNnTOrpadpuyecknux) cpeacTs» -
http://publication.pravo.gov.ru/Document/View/0001202211230034

Mpukas O®Cb Poccun oT 04.11.2022 r. N 547 «06 yTBepxaeHUM lepeyHA cBefeHWi B 061aCTU BOEHHOW, BOEHHO-TEXHUYECKON AeATeNbHOCTH
Poccuitckoit Gepfepaunn, KoTopble NpU WX MOAYYEHUU MHOCTPAHHBIMU UCTOYHUKAMU MOTYT ObITb MCMONb30BaHbl MPOTUB 6e3omacHocTu Poccuiickoii
Oepepaumn» - http://publication.pravo.gov.ru/Document/View/0001202211170017

MocTaHoBneHue MpaButenbcTBa Poccuiickon Oepepaumu oT 20.12.2022 N 2360 «0O BHECEHWU WU3MEHEHWW B MOCTaHOB/eHue lpaBuUTenbCTBa
Poccuiickon depepauun ot 8 ¢deBpana 2018 r. N 127» - http://publication.pravo.gov.ru/Document/View/0001202212210032

Npukas PockomHag3opa OoT 28.10.2022 N 179 «06 yTBepxheHun TpeboBaHWi K MOATBEPKAEHUN YHUHTOXEHWUA MEPCOHANbHBIX AAHHBIX» -
http://publication.pravo.gov.ru/Document/View/0001202211290008
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NocTaHoBneHne MpaBuTenbcTBa Poccuiickoin depepaumn oT 08.02.2018 N 127 «06 yTBepxaeHun paBun KaTeropupoBaHua O6LEKTOB KpUTUYEC KOW
MHPOPMALIMOHHON WHPPACTPYKTYypbl Poccuiickon Oepepaunm, a Takxe NepeyHA fnokasaTene KpUTepueB 3HAYMMOCTU O6bEKTOB KpUTUYECKOW
UHOOPMALIMOHHON MHOPACTPYKTypbl Poccuinickoin depepaumm M X 3HAYEHUA» -
http://publication.pravo.gov.ru/Document/View/0001201802130006

NocTaHoBNeHue [paBuTenbcTBa Poccuiickoit Gegepaunm oT 22.08.2022 N 1478 «06 yTBepXAeHWUW TpebOBaHWUA K MporpamMMHOMy obecneyvyeHuw, B
TOM 4ucae B COCTaBe NpOrpaMMHO-annapaTHbIX KOMNAEKCOB, WCMOJib3yeMOMy OpraHaMu rocyfapCTBEHHOW BAacTW, 3akKa3yukamu, oOcCylecTBAAKWUMU
3aKynku B cooTBeTcTBuMM C ®3 "O 3akynkax ToBapoB, paboT, ycAyr OTAeNbHbIMA BUAAMU HPUAMHECKUX NULY .. » -
http://publication.pravo.gov.ru/Document/View/0001202208260051

Npukas PockoMHag3opa oT 27.10.2022 N 178 «06 yTBepxaeHuu TpeboBaHWI K OLeHKe Bpefa, KOTOPbIF MOXeT 6biTb NMPUYMHEH CcybbekTam
nepcoHaNbHbIX [aHHbIX B CJiy4ae HapyweHua OepepanbHOro 3akoHa "O nepcoHasbHbIX AaHHbIX» -
http://publication.pravo.gov.ru/Document/View/0001202211290004

NocTaHoBneHue MpaBuTenbcTBa Poccuiickoin depepaumn oT 08.12.2022 N 2250 "O BHeceHUM u3MeHeHUA B losiokeHWe o 3awuTe MHPOpMaLuuU B
nnaTexHon cucteme" - http://publication.pravo.gov.ru/Document/View/0001202212090032

Mpukas OCT3K Poccum oT 12.01.2023 N 4 «06 yTBepxAeHUM GOpM AOKYMEHTOB, MCNONb3yeMblX OefepanbHoOn cayxboi Mo TexHu4Yeckomy wu
SKCMNOPTHOMY KOHTPONKW B MpoLecce JIMLEH3UPOBAHUA [AeATEeNbHOCTU MO pa3paboTke M NPOU3BOACTBY CPeACTB 3aWuThl KOHPUAEHLMANBbHOW
nHbdopMaLumm, M NpU3HaHUKM yTpaTuBwuMM cuny npukasa OCTIK Poccum oT 17 umwonAa 2017 r. N 133 M BHECEHHbIX B HEro U3MEHEeHui» -
http://publication.pravo.gov.ru/Document/View/0001202302030009

Npukas OCTIK Poccum oT 12.01.2023 N 3 "06 yTBepxaeHUM GOpM AOKYMEHTOB, MCNONb3yeMblX OefepanbHON CAyx6oOi MO TexHUYeckomy W
SKCMOPTHOMY KOHTPOMKW B Mpouecce NULEH3MPOBaHUA AeATENbHOCTU MO TeXHWYEeCKOM 3awuTe KOHPUAEHUMaNbHOW uHbopMauun, W NPU3HAHUU
yTpaTuswMmm cuny npukasa OCTIK Poccum ot 17 wwnAa 2017 r. N 134 n BHECEHHbIX B HEro M3mMeHeHun" -
http://publication.pravo.gov.ru/Document/View/0001202302030006

Npukas OCTIK Poccum oT 27.11.2022 r. N 187 «06 yTBepxaeHun TpeboBaHWi No 6e€30MaCHOCTU MHPOpMALMM K CpeAcTBaM BUpTyanusauuum» -
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-
prikazom-fstek-rossii-ot-27-oktyabrya-2022-g-n-187

Mpukas OCT3K Poccum oT 04.07.2022 r. N 118 «06 yTBepxaeHun TpeboBaHui no 6e€30NMaCHOCTU MHPOpPMALMM K CpeAcTBaM KOHTENHepusauuum» -
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-
prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
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Mpukas OCTIK Poccum oT 19.09.2022 N 172 «O BHeCeHUU U3MeHeHui B [loNoXeHUe O cucTeme cepTudUKauuu CpencTB 3awuTbl UHPOPMALMKM, YTBEpXAEHHOe
npukasom depepanbHON CNyxbbl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpoaw oT 3 anpens 2018 r. N 55» -
http://publication.pravo.gov.ru/Document/View/0001202210190024

MpoekT nocTaHoBneHus MpaBuTenscTBa Poccuiickoit Geaepauun «O BHECEHUU KU3MeHeHMil B MonoxeHuve o ¢epepanbHOM
rocyfapCcTBEHHOM KOHTposne (Haa3ope) B chepe maeHTUOMKauuMM U (MAM) ayTeHTUPUKaLUUM, YTBEpPXKAEHHOe MocTaHoBAeHMeM [paBuTenbCcTBa Poccuiickoii
Oepepaumn ot 11 okTsbpa 2021 r. N 1729» - https://regulation.gov.ru/Regulation/Npa/PublicView?npaID=135061

Mpukas MuHumdpbl Poccum oT 12.09.2022 N 659 «06 yTBepXAeHUU TpeboBaHWA K NIMHMAM CBS3M, Nepecekawwmm [ocyAapcTBEHHYW rpaHuuy Poccuiickoi
Oepepaunn, U K CpeacTBaM CBA3M, K KOTOPbIM MOAK/ANYAWTCA YKa3aHHbe JIMHUM CBA3U» -
http://publication.pravo.gov.ru/Document/View/0001202211290036

OepepasibHblii 3aKOH OT 29.12.2022 N 572-03 «06 ocywecTBNeHUU WMAEHTUPMKAUMM M (MAKM) ayTeHTUPUKAUMUM PUIMYECKUX UL C MCMO/b30BaAHMEM
61nomMeTpU4eCKMX NepCOoHaNbHbLIX AAHHbIX, O BHECEHWM W3MEeHEeHWl B OTAeJsibHble 3aKoHoAaTesibHble akThl Poccuickoin defepauunm v NPU3HaAHWUM YyTpaTUBLMMKA CUNY
OTAeNbHbIX MONIOXEHUN 3aKOHoAAaTesNbHbIX aKToB Poccuiickon Oepepaumm» - http://publication.pravo.gov.ru/Document/View/0001202212290024

MpoekT npukasa ®Cb Poccum «06 yTBepxAeHUM AAMUHUCTPATUBHOrO pernameHTa OefepanbHoit cnyxbbl 6e3onacHocTu Poccuitckon ®epepauun no
npeAoCTaBeHU0 rOCYAAaPCTBEHHOW YCAYrM MO NULEH3MPOBAHUW AEeATEeNbHOCTU No pa3paboTke, MpPOW3BOACTBY, PacnpoCTPaHEHUW WWUPPOBaNbHbIX
(kpunTorpaduyeckux) cpeacts, .. » - https://regulation.gov.ru/Regulation/Npa/PublicView?npalID=132843

PacnopsaxeHue MpaBuTenbctBa P® ot 15.11.2022 N 3461-p «06 yTBepxaeHuu MNepeyHsA CBeAEHWU, BKJIOYEHHbIX B peecTp JIMHUIA CBA3U, MNepecekanwmx
rocyfapCTBeHHYW rpaHuuy PO, u cpeAcTB CBA3U, C KOTOpbIM MOAK/IKNYAWTCA YKa3aHHble JIMHUM CBA3U, COAepXawuin uHpopmauuiw, KoTopas ABNAeTCA
obwenocTynHo»- http://publication.pravo.gov.ru/Document/View/0001202211150029

3akoHonpoekT N2244043-8 «0 BHeCEHWM KU3MeHeHui B depepanbHbii 3aKoH «06 MHbOpMauuu, MHPOPMALMOHHBIX TEXHONOrMAX U O 3awmTe WMHOOpMaLUU» -
https://sozd.duma.gov.ru/bill/244043-8

TpeboBaHusa no 6esonacHoCcTU MHPOpMaUMKM K CpeAcTBaM KOHTeWHepu3auuu yTBepxaeHsl Mpukasom OCTIK Poccuu oT 04.07.2022 r.

N 118 - https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-
prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118

TpeboBaHua no 6e3onacHocTU MHPOpMaUMKM K CpeacTBaM BUpTyanusauuu yTeepxaeHbl MNpukaszom OCTIK Poccum oT 02.10.2022 r.

N 187 - https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-
prikazom-fstek-rossii-ot-27-oktyabrya-2022-g-n-187

MHdopmaunoHHoe coobueHne OCTIK Poccum oT 20 sHBapsa 2023 r. N 240/24/169 «06 yTBepxaeHuu TpeboBaHui Mo 6e3onacHOCTU MHOpMaULUM K CpeAcTBaMm
BUpTyanusauumu» - https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-
rossii-ot-20-yanvarya-2023-g-n-240-24-169

TpeboBaHuA no 6e30MacHOCTU MHGOPMALMM K CUCTeMaM yrpaBiaeHus 6a3amu AaHHbIX yTBepxaeHsl Mpukazom OCTIK Poccun oT 14.04.2022 r.

N 64 - https://fstec.ru/dokumentv/vse—dokumentv/spetsialnve—normativnve—dokumentv/trebovaniva—po—bezopasnosti—informatsii—utverzhdenv—prikazom—zL4
fstek-rossii-ot-14-aprelya-2023-g-n-64
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WHPopmaumnoHHoe coobueHne OCTIK Poccun oT 19 wmwns 2023 r. N 240/24/3585 «06 yTBepxAeHWW TpeboBaHUN no 6e30macHOCTU UHPoOpMaLMK K
CUCTeMaM ynpaBneHua 6a3amu faHHbix» - https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-19-iyulya-2023-g-n-240-24-3585

TpeboBaHus no 6e3onacHoOCTW MHbOpPMaUUU K MHOFOOYHKLMOHANIbHbIM MeXCeTeBbiIM 3KpaHaM YpOBHA ceTu yTBepxAeHsl Mpukasom OCT3K Poccuum oT 7
mMapTa 2023 r. M44 - https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-
informatsii-utverzhdeny-prikazom-fstek-rossii-ot-7-marta-2023-g-n-44

WHdopmaunoHHoe coobueHne OCTIK Poccum oT 19 wmwns 2023 r. N 240/24/3584 «06 yTBepxaeHun TpeboBaHWin no 6e3omacHOCTU UHbOpMaUMK K
MHOT OQYHKLMOHAJIbHBIM MeXCeTeBbiM 3KpaHam YpoBHA ceTu» - https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-19-iyulya-2023-g-n-240-24-3584

Yka3aHue baHka Poccuu oT 18.02.2022 N6071-Y «0O BHECEHWM u3MeHeHui B MonoxeHue baHka Poccum oT 17 anpena 2019 ropa N 683-MN «06
YCTaHOBNEHUN ob6s3aTeNbHbIX ANA KPeAWTHbIX OpraHu3auuii TpeboBaHW K obecnevyeHuw 3awuTbl MHGOPMAUMUKM MpU OCylecTBAEHUN 6GaHKOBCKOM
[eATeNbHOCTU B UenAax NpoTUBOAENCTBUA OCYWECTBAEHWI0 NepeBOAOB AEHeXHbIX CpefAcTB 6e3 cornacus KaueHTa» -
https://cbr.ru/Queries/UniDbQuery/File/90134/2591

MHPopMaumnoHHoe nucbMo baHka Poccuu NMH-017-56/22 oT 16.03.2023 «MHPOpMALMOHHOE MUCbMO O MPUMEHEeHUU TpeboBaHUK HOPMATMBHLIX AaKTOB
BaHka Poccun o6 obecneyeHMM UENOCTHOCTU SNEKTPOHHbIX COOOWEHUA M MOATBEPKAEHUA UX COCTABNEHUA YMOJIHOMOYEHHbIM Ha 3TO SMUOM BaHk
Poccun» - http://www.cbr.ru/crosscut/lawacts/file/6158

MpoekT ykasa lpe3ungeHta PO «O BHeceHun u3meHeHur B YKas lMpesunpeHTa Poccuitckon depepauumn ot 1 maAa 2022 r. N 250 «O AONOAHUTESbHbIX
mMepax no obecneyeHuw MHPOpPMaLMOHHOK He3omacHocTu Poccuiickon Oepepaummn» -
https://regulation.gov.ru/Regulation/Npa/PublicView?npaID=139316

MonoxeHne BaHka Poccum oT 25 wuona 2022 r. N802-N «O0 TpeboBaHMAX K 3awuTe MHPOpMaLuM B naaTexHouW cucteme baHka Poccum» -
https://cbr.ru/Queries/UniDbQuery/File/90134/2693

MonoxeHne BaHka Poccum oT 17 okTabpa 2023 r. N8O8-MN «0 TpeboBaHMAX K obecneveHuio 3awuTbl UHGOPMAUMUM MpPU OCYWECTBNEHUN LEATENbHOCTHU
B cdepe okazaHuA npodeCcCUOHaNbHbIX YCAYr Ha OUHAHCOBOM pblHKE B LeNAX NpOTUBOAENCTBMA OCYWECTBJIEHWI0 HE3AKOHHbIX (UHAHCOBBIX
onepaumin..» - https://www.cbr.ru/Queries/UniDbQuery/File/90134/2701

MpoekT nocTaHoBneHuA MpaBuTenbcTBa PO «06 yTBepxAeHUU MMonoxeHUs O Mopsaake obpaweHus C LOKYMEHTAMU ANS C/yXebHOro mno/ib30BaHWUA B
defepanbHbIX OpraHax WMCMAONHUTENbHON BAACTU, FOCYAAPCTBEHHBIX KOpMOpauuax, a Takxe MOABEAOMCTBEHHbIX MM OpraHuM3auuAax , O BHECEHWM
U3MeHeHW B OTAEe/IbHble MOJIOKEHUA HEKOTOpbIX akToB [paBuTenbcTBa Poccuiickoit Gegepaunm M NPU3HAHUM YTPATUBLMMU CUNY HEKOTOPLIX aKTOB U
OTAENbHbIX MOJSIOXEHU HEeKOTOpbiX akToB [lpaBuTenbcTBa Poccuiickoit depepaunn» -
https://regulation.gov.ru/Regulation/Npa/PublicView?npalD=137734
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